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Evolucao dos Ransomwares

Ransomware Discoveries
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Relacao Bitcoin X Ransomware ?
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Primeiro Ransomware na Rede Académica

SECURELIST THREATS v CATEGORIES» TAGS~  ENCYCLOPEDIA

Ransomware: GPCode strikes back

By Micaolas Brulez on March 26, 2011. 1:05 am

IMCIDENTS

Back in November 2010, we wrote a blog post about a new variant of the Gpocode Ransomvare.

Kaspersky lab discovered a new variant today. in the form of an obfuscated executable. Please review the technical details
for further information. The threat was detected automatically thanks to the Kaspersly Security Networl as

ULD5:DangerousObject. Multi. Generic.




Como funciona o GPCode

REMEMBER: DON'T TRY TO TELL 5SOMEONE
ABOUT THIS MESSAGE IF YOU WANT TO GET
YOUR FILES BACK! JUST DO ALL WE TOLD. 2
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Segundo Caso:Ransomware Cryptowall

MNEWS

CryptoWall ransomware held over 600K
computers hostage, encrypted 5 billion files
OOCAOOO

By Lucian Constantin
Formania Carrespondent, (DI Mews Semvice




Como Funciona o Cryptowall

Your files are encrypted.
To get the key to decrypt files you have to pay 750 USD/EUR. If payment is not made before == & & " the cost of
decrypting files will increase 2 times and will be 1500 USD/EUR

Prior to increasing the amount left:

42h 48m 35s

Your system: Windows 7 (x64) First connect IP B Total encrypted W files
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We are present a special software - CryptoWall Decrypter - which is allow to decrypt and return control to all your encrypted files.
How to buy CryptoWall decrypter?

Obitcoin

1. You should register Bitcon wallet (cli

2. Purchasing Bitcoins - Although it's not yet easy to buy bitcoins, it's getting simpler every day.

— Here are our recommendations:
:tiqg;erﬁg: > http://icekidsnursery.net/abuse_report.php?/domain name]

Spam and Abuse Department
Abuse Department Hotline: 480-531-3255




Terceiro Caso:Ransomware Wannacry

2 MalwareTech @ e b

’ @MahwareTechBlog (_ Seguir ) ~

The latest unique IPs count from the Mnunw

WannaCry sinkhole i1s 416,989 (not including

the 604,102 unique IPs from manual visits to Wb

the domain). syoer
dave

MalwareTech WannaCry Live Map
KASPERSKY: 43 comae




Como funciona o Wannacry
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Acoes do CAIS - Wannacry

@ Seguro | hitps:/fwww.rnp.br /sites/defavlt/fles falerta_ataque_ransomware,pdf
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19/04/2017, podendo ser visto no link:
https://www.rnp.br/sites/default/files/vulnerabilidade_servico_smbv1_da_microsoft.pdf
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Infectados por Pais - NotPetya
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https://www.symantec.com/connect/blogs/petya-ransomware-outbreak-here-s-what-you-
need-know
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Como Funciona o NotPetya
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Acoes do CAIS - NotPetya

& Seguro | https:/ffwww.rnp.br fsites/default/fles /cais-alerta_-_atague_massivo_ransomware_notpetya,pdf
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gistema em uma tela solicitande pagamento de uma taxa para
liberagio do computador.
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Como me proteger ?




Centro de Atendimento a Incidentes de Seguranga
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