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Ameacas
digitais?
Voce se lembra?
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Translate From: Translate From: Korean 4 To: English - Original ‘

Last night | contacted the hacker last night.

r Hella Netanvana is CEQO.
" Even if it is restored, it can not cope with customer's lay
. You will see my frustration whatever you dg

Nevertheless

| ask you.

a2 LS

more.

my customers.
verything | have is 400 billion won (123bit). 2a1010p{)!

If you are really a hacker, | think you should do this.
Even if | lose all my life

Please ask.

Help me to buy my customers.

Everything | have is 400 billion won (123bit).
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DEVELOPING THIS MORNING

Credit reporting firm Equifax says hackers stole personal info

[~ HURRICANE IRMA WIND SPEED STORM MOVING
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Equifax Inc.
NYSE: EFX - 11 de set 19:59 GMT-4

113,12 uso ¥10,11 (8,20%)

Apos o horario comercial: 112,00 +0,99%

Um dia Cinco dias Um més Trés meses Um ano Cinco anos max

113,12 seqg, 11 de set 16:00
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6 de set 7 de set 8 de set 11 de set

Abertura 121,53 Cap. merc. 17,51 bi
Alta 122,00 Pr./lucro 23,93
Baixa 111,17 Rend. div. 1,38%
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Srgn'\ﬁcant data preach obviously 2 material negative, but -13.4% after-hours LOWER|NG PRICE TARGET
seems like over-reaction based on our understand\ng of events Our understand'rr\g 1Y ;
. . . . Year Pricé Chart
is data retained bY EFX pnman\y generated through consumer interactions was
preached via the Apache struts flaw (i.e., cOre databases not believed 10 have been 150 146
breached) We expect near-term operat'mg headwmds plus material event—re\ated 140 -
expenses However, We believe EFX's access to key data sources are unlikely 10 130
be affected, and client relationships and EFX's brand are unlikely to b€ mean’rngfu\\y 120 °
impaired intermediate 10 long term. 110 112 ‘\
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s« Data preach impacts ~143mn u.S. consumers; an event garnering 5 = & © : &« =2 7 % &
widespread presslmedia attention. Information accessed includes names, social stock Data
security numbers, birth dates, addresses, an in some instances driver's license = aing: Outperform
: r number of credit card numr)ers (209K); dispute documents Suitability: average Risk
sidents also accesse Price Target/Previous- v$141/$157
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R DEVELOPING THIS MORNING .
il [ = GIANT DATA BREACH COULD HIT 143 MILLION PEOPLE

eade] Credit reporting firm Equifax says hackers stole personal info T33e am e
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Novos ataques, velhas
vulnerabilidades
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Menos vulnerabilidades dos principais
fabricantes

2H2016 | 1H2017 [N .
Adobe 81 Adobe 92

80 =

Google 45 Google 43
Apple 45 Apple 35 N
Microsoft 37 Microsoft 29

- Foxit

Google
40 :

Apple

Microsoft

Foxit 28 Foxit 50 -

2H 2016 1H 2017



A historia por tras da maior vulnerabilidade de
2017

Microsoft lanca o patch para CVE-2017-0144

EternalBlue lancado pelo Shadow Brokers

Atague do WannaCry usando EternalBlue

Atague do Petya usando EternalBlue




RISK TO ORGANIZATION

Less than 0 0 Day Patch

exploit and exploit availahle O e 11 e 2
GIANT DATA BREACH COULD HIT 143 MILLION PEOPLE | CH\N

vulnerability in wild s .

160w WNW 16

TIME WEEKS - MONTHS

Chart source: http://www.ashimmy.com/less_than_zero/
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Protecao contra vulnerabilidades

Mantenha software e Medidas proativas
apps atualizados como blindagem de
vulnerabilidades



Crescimento de ransomware
para mas cibercriminosos
diversificam
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® July-December 2016
® January—-June 2017

Numero medio de novas

familias de ransomware
em 1H de 2017



Maiores ataques de ransomware em 2017

WannaCry Petya

» [nfects machines » Spreads to
with an open port Windows XP
445 and spreads NECIRES

through local * Encrypts Master
networks and the File Table and
Internet deletes key




Cybercriminals Diversifying Into New
Attack Methods

Cerber SLocker

Avolds detection from Encrypts files rather

machine learning than lockscreen
solutions




Ransomware Overview

S

67% tied to email with 29% tied to malicious 4% are actual
malicious attachment/URLS websites ransomware files
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| atin America

Copyright 2017 Trend Micro Inc.

Threats@etected

Known@Malware?
Conficker/Downad?
Unknown@alware/Zero-Day?
Androidd@alware?
Malware@or@MACEDS?

Mali
C&C

cious@Documents?

fMCommunicationsdBotnet)?

Dataeakctivity?
Unauthorized@pplications?
Targeted@alware/APT?
Cloud®torageBervices?
NetworkBttacks@riExploits?

Source: 331 PoVs In Latin America, from 2013 to September of 2017.

97%
50%
69%
34%
8%
85%
90%
25%
80%
23%
51%
83%
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Ransomware - Latin America

Assessment Ransonware - 2016

Executa backups frequentes nos servidores e estacdes de trabalho?

Possui politicas de controle de acesso aos dados?

Foi atacado por ransomware?

Possui tecnologia para detectar criptografia ndo-autorizada?

Possui tecnologia de controle de aplicacdes?

Possui tecnologia para monitorar a rede e detectar comportamento suspeito?

Detecta e bloqueia atividades suspeitas nas pastas compartilhadas nos servidores?

Possui tecnologia para blindar vulnerabilidades mesmo antes do patch de correcao? 18%
Usa analise de sandbox no Email e Web Gateway? 15%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

BSim M N3ao M®Parcialmente

23 Copyright 2017 Trend Micro Inc.



New RETADUP Variants Hit South America,
Turn To Cryptocurrency Mining

Peru 75%

Bolivia

Argentina 4%

Rest of South America 7%

Source: Distribution of victims in South America.

Copyright 2017 Trend Micro Inc.
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Arrival To Disk Execution Exfiltration

network, email, USB... ‘ ’::}
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Entry point: - Pre-execution: —— Run-time: ; Exfiltration:
Host & Network Predictive ML, Run-time ML, Web

IPS, Application control, |OA Behavioral reputation,
Browser exploit Variant protection, analysis, C&C Comms,
protection, File-level signhature Exploit protection DLP
Device control
Web reputation - ., Noise Cancellation:
D\) Census (Prevalence/Maturity)
26 Copyright 2017 Trend Micro Inc. Whitelist Check @ IBE':E



Defending Against Fileless Malware

No file on disk:
In registry...
At a web URL...
In-mem script...
On remote machine...

Himi==

But code gets run:
PowerShell
App exploit...

27

Execution DLL injection...

Windows expiloilt...

Entry point:
Host IPS,
Browser exploit
protection,

Web reputation

Copyright 2017 Trend Micro Inc.

Run-time: ' Exfiltration:

Run-time ML, Web

|OA Behavioral reputation,
analysis, C&C Comms,
Exploit protection DLP

(@) TREND



Connected Devices
Put Smart Life at Risk
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83,000 exposed 28 exposed
industrial routers industrial robots

Internet Connected
Devices

120,000 IP cameras
vulnerable to Persirali



Robots are used to perform
complex and critical tasks in all
the major industry sectors

| £ ol 1/ o



® Original and unmeodified code is
executed by the robot

'
e

O Micro defects

© Robot programmer uploads code to
FTP server or sends command
from a computer

—

. CONFIG FILE

................................................... [ \ 'oaded by rob

[ at routines |
@ Attacker remotely or locally e e .

tampers with calibration
parameters



HOME ABOUT

ICSJWG

ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM Q

INFORMATION PRODUCTS TRAINING FAQ

Advisory (ICSMA-17-241-01) More Advisores

Home

Calendar

ICSJWG

Information Products
Training

Recommended Practices
Assessments

Standards & References
Related Sites

FAQ

Abbott Laboratories’ Accent/Anthem, Accent MRI, Assurity/Allure, and Assurity
MRI Pacemaker Vulnerabilities
Original release date: August 29, 2017

&3 Pnnt ¥ Tweet K] Send Share

Legal Notice

All information products included in http://ics-cert.us-cert.gov are provided "as is" for informational purposes only. The
Department of Homeland Security (DHS) does not provide any warranties of any kind regarding any information
contained within. DHS does not endorse any commercial product or service, referenced in this product or otherwise.
Further dissemination of this product is governed by the Traffic Light Protocol (TLP) marking in the header. For more
information about TLP, see http://www.us-cert.gov/tlp/.

OVERVIEW

MedSec Holdings Ltd has identified vulnerabilities in Abbott Laboratories’ (formerly St. Jude Medical) pacemakers. Abbott
has produced a firmware patch to help mitigate the identified vulnerabilities in their pacemakers that utilize radio
frequency (RF) communications. A third-party security research firm has verified that the new firmware version mitigates
the identified vulnerabilities.
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Protection Against IoT Threats

—
For users: Change the For the manufacturers: For enterprises: Create
default passwords of 10T Fix vulnerabllities at backup/restore policies in

devices SDK level case of DDoS attacks



Smart Cities and
cybersecurity
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Smart energy

The combination of renewable energy and
cogeneration promotes energy saving
performance and energy security

Heat source improvement.
system
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Heat interchange between facilities
maximizes the high rate of energy
throughout the whole region.

Em Heated water (hot water supply, heating, solar heat, cogeneration heat waste)
Electric power ~ mmmmm Cold water - 7 SenjuSmart Energy Network ¥ Control system



Smart transportation
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Smart environment




Smart connectivity




Smart governance




BEC Losses Reach
$5 Billion Mark
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FBI Statistics

~ 2H2016 1H 2017

Running total $ 3B $5.3B



BEC Overview

Most targeted

countries:

U.S.
Australia
U.K.

Most

spoofed/targeted
position:

CEO/CFO

4

BEC attempts

globally in 1H
2017

3,175




BEC Overview

Chief Executive Officer (CEQ) 41.83%

Managing Director/Director 28.29%
President 6.88%
General Manager/Manager 5.68%
Chairman 3.52%
Others 13.80%
0 10 20 30 40

Figure 6. Percentage of BEC attack attempts that spoof specific positions, 1H 2017

50



Protection Against BEC Scams

=
2020

Raise employee Prevent social
awareness on how the engineering attacks
scam works
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...but Emaill is not the only

Business Compromise
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Hacking Is Now the Main
Cause of Data Breach




Protection Against Data Breaches

1
Classify high-value Know the indicators of

assets or core data compromise (loCs) of
(crown jewels) known attacks
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WORLD

The Global Risks Report 2017 ECONOMIC

FORUM

40
Woapors of mass destruction
Extreme
AN i s weather events
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x X CHINA'S

CYBERSECURIT
* * '
General Data LAW
ol * Protection Regulation
* *
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Perguntas?

62 Copyright 2017 Trend Micro Inc.



Perguntas ou acompanhamento?

Franzvitor Florim@trendmicro.com | Franzvitor Fiorim, Diretor Tecnico Brasil





