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Receios para adocao da Nuvem - oni
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Security/Privacy 54.0%

Data Ownership

Legal & Contract Issues

Regulatory Compliance 38.7%

Control Information 37.5%
Assurance 30.3%

Contract Lock-in 21.4%

20.1% Disaster Recovery/Business Continuity

16.8% Performance Monitoring

16.2% Performance Standards

15.5% Longevity of Supplier
14.4% Technical Stability
14.0% Capability of Supplier

Fonte: ISACA, “Why Cloud Computing Should Be Part of Business Strategy” (2015) 3
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Beneficios de seguranca: patches e

94% antivirus atualizados, protecao contra

spam, etc
9 1% Aumento na seguranca da empresa

75% melhorias em disponibilidade do servico

Fonte: Microsoft, “Small and midsize businesses cloud trust study: U.S. study results”



Tendéncias FORIKREIS S
Desafios: I want to buy a fogy machine
e Auditoria and/putitinadata centers
* Legislacao

* Resposta a Incidentes e
Forense

fmg:smlls outilcan’say.
“Welcome to THECLOUD!®
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Tendéncias

N

Regulamentacodes:

 Privacidade

* Protecao de Dados

fonte: sxc.hu
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e Leis de Privacidade de

Dados ]
e Padronizacdo de ofertas de i
Cloud Computing
e Padronizacdo da il
Seguranca em Cloud _ Ioveaees
Computlng W -LJ S e -y-v;;ntq!:i
e “Trusted Cloud” T O R IR L L L LR
0 T W LSS L
* Assessement & Audit E . -oop

i fonte: sxc.hu
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Iniciativas Regulatdrias Globais

* |niciativas da ISO/IEC

* ISO/IEC 27017 — Guidelines
on Information Security
Controls for the Use of
Cloud Computing Services
based on ISO/IEC 27002
Previsto: 2015

* ISO/IEC 27018:2014 - Code
of Practice for Data
Protection Controls for
Public Cloud Computing
Services

fonte: sxc.hu



Exemplo - ISO/IEC 27017 e

Secao 6.1.1

FORUMRNP

Information security roles

and responsibilities
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. Cloud service
Cloud service customer provider
The cloud service

The cloud service customer should agree with the cloud
service provider on an appropriate separation of information
security roles and responsibilities and confirm that it can fulfil
its allocated roles and responsibilities. The information
security roles and responsibilities of both parties should be
stated in an agreement. The cloud service customer should
identify and manage the customer support and care
representative and the cloud service business manager of the
cloud service provider.

provider should agree and
document an appropriate
separation of information
security roles and
responsibilities  with its
cloud service customers,
its cloud service providers
and its suppliers.

Fonte: http://www.is027001security.com/html/27017.html
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e PL5344/2013, deputado
Ruy Carneiro (PSDB-PB)

e Relacdes entre usuarios e
empresas fornecedoras

* Responsabilidade pelos
dados

* “Neutralidade
tecnoldgica e de rede”

e Arquivado !!!
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* Protecao de dados
pessoais

* PL4060/2012, deputado
Milton Monti (PR-SP)

 MJ: Anteprojeto de lei de
protecao de dados

PROTEGAO DE pessoais
DADOS PESSOAIS




CSA STAR il

* Avaliagao da segurancga ~ Sacurity, Trust & 2 ance
dos provedores de > 1.4 Registry

Nuvem
. e Open Certification Framework
e Auto-avaliacao

3RD-PARTY
ASSESSMENT-BASED =
CERTIFICATION

e Auditoria e certificacao

e Baseado nas melhores
praticas da CSA

* Cloud Controls Matrix i STAR
(CCM)

ISPARENCY & ASSURANCE

https://cloudsecurityalliance.org/star/
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e Associacao sem fins lucrativos

* ReuUne pessoas fisicas e empresas

* Oficializada em dezembro de 2008

* +65mil membros, +190 membros corporativos

* Presente em mais de 40 paises através de 75 Chapters locais

(outubro/2015) cloud
SOEY A cocyrity

SCeoaPdM :
alliance
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Missao

N

“Promover a utilizagao das
melhores praticas para
fornecer garantia de = o
seguranca dentro de Cloud T o
Computing, e oferecer K 2
educacao sobre 0s usos de / o\ o
Cloud Computing para |
ajudar a proteger todas as
outras formas de
computacao.”




CSA Brasil

e Segundo Capitulo oficial
da CSA

e Oficializado em 27 de Maio
de 2010

e Segue Missao e Objetivos
da CSA Global

* Promover a Seguranca em
Cloud Computing

* Promover pesquisas e
iniciativas locais
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