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MOTIVACAO

= Mais de 215 instituicoes na CAFe
= Preocupacoes com a seguranca da federacao

= Relacoes de confianca entre as entidades (IdPs e SPs)
= Alvo interessante: basta roubar uma credencial!
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Educationa| 2017 Data Breach

Investigations

Services Report

10t Edition

455 incidents, 73 with confirmed data disclosure

Cyber-Espionage, Miscellaneous Errors and Everything Else represent 67% of all data
breaches within Education

71% External, 30% Internal, 3% Partner (breaches)
45% Financial, 43% Espionage, 9% Fun (breaches)

56% Personal, 27% Secrets, 8% Credentials

This section will focus on confirmed data breaches, but Education remains a consistent target of
Denial of Service (DoS) attacks also. 2016 results reflect a substantial increase in the number of
espionage-related breaches.

Fonte: 2017 Data Breach Investigations Report — Verizon
http://www.verizonenterprise.com/verizon-insights-lab/dbir/2017/



http://www.verizonenterprise.com/verizon-insights-lab/dbir/2017/
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DOJ INDICTS IRANI ANS FOR IN ITSs LATEST drumbeat against the cyber activities of Iran,
the US government Friday charged nine Iranian hackers with
BRAZEN CYBE TTAC I{S a massive three-year campaign to penetrate and steal more

AGAINST 1[411 US UN[VERSIT]ES than 31 terabytes of information—totaling more than $3

billion in intellectual property—from more than 300
g ) American and foreign universities.
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-y 'I% d Iranmn Hackers Charged in March Are Still Actively Phishing

- Universities

By Catalin Cimpanu August 24, 2018 09:00 AM 1

"Sixteen domains contained over 300 spoofed websites and login pages for 76 universities located in 14
countries, including Australia, Canada, China, Israel, Japan, Switzerland, Turkey, the United Kingdom,

and the United States,"” revealed Secureworks experts.

https://www.bleepingcomputer.com/news/security/iranian-hackers-charged-in-march-are-still-actively-phishing-universities/

Fonte: https://www.wired.com/story/iran-cyberattacks-us-universities-indictment/



https://www.wired.com/story/iran-cyberattacks-us-universities-indictment/
https://www.bleepingcomputer.com/news/security/iranian-hackers-charged-in-march-are-still-actively-phishing-universities/
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= Discutir sobre a gestao da confianca no contexto

de Federacoes:

= Auditoria de seguranca

= Iniciativas internacionais (certificacao)

= Pontos de
= \Visao ¢

= Visao ¢

= Visao ¢

vista @

a Gestao do Servigo (RNP) e
e ) SIRTFI

0 usuario/instituicao da Federagao Securiy Incident Response Trust

Framework for Federated Identity

e Mercado
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= Moderadora: Michelle Wangham (Univali) — Coordenadora do CT-GID
= Palestrantes:

= Jean Carlo Faustino (RNP) — Gerente de Servicos de GId

= Rui Ribeiro (UFRGS) - Diretor do Departamento de Sustentacao

= Mauro Souza (e-Trust) - Especialista em gestao de identidades e

governanca



