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Mudanca no Cenario de Seguranca
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! Expansao dos Pontos
Ataques Direcionados P

de Vulnerabilidade
Ataques mudam mais Mobilidade, Cloud e BYOD
rapidamente que as defesas alterando o perimetro

tradicional. Ataques
penetrando a rede
interna.

Equipes de Seguranca
sob Stress

Equipes de seguranca com
recursos escassos de pessoal e
utilizando ferramentas
ineficientes.



Framework
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Visibilidade — O que esta na sua rede?

NUumero de

Monitoring = Profi diSpOSitiVOS
Endpoint 3

Tipo de .
3262( dispositivo I

24305 Total Devices 14419(59% ) smartdevices 6624(27% ) computers

Device Category Devi Device Name
- Apols W1TH - Apie 106 Davice (1568)
EracuDerry (18 Aoxin Frace 18738
Syeviaan O Aopla Paa (1T
Sy Excssen (1) Aogie 0 A

{

B Mesical Device @ Thin Cliencs B Server
BB Home Audo/Video Egwoment [ Router

| B Game Console W Switch
unkacwn [l Computer

@ tarcede Scancer [ Embedded

BB smanDevice Bl VolP Prone BB Apple B BlackBerry B Symban

BB Access Points I Monsoring Devices BB sony Encsson I Samseng

BB Network Camery B noks B Asdrod

Fingerprint
s MAC Address & Mostname de diSpOSitiVO S

Change Selection

| B 001e529a0647 Uninown
2. 002436cb1cf? sirnesa Unknown
3. 00243647 206f chives Uniknown
4. 0025401 1cfee rana.pod SmartDevice Agple Urvknown
L 00255:55ce73 SmartDevice Agple Unknown
6. 0026003da2ee SmartDevice Apple Unknown
7. 006171cba5a4 arubasales SmartDevice Apple Unknown
8, DO886518e049 SmartDevice Apple Urkngwn
9. 00885547eCad SmartDevice Apple Uniknown
10, DO886559357a saibotphone SmartDevice Apple Uniknown

Showing 1-10 of 1568 b 4 Authenscation Records




Autenticacao — Todos os dispositivos estao autenticados?
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Autorizacao — Qual o acesso aplicavel a cada usuario/device?

Usudrio/perfil Tipo de Dispositivo / Postura
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Monitoramento — Qual o comportamento do usudario/device?
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Resposta — Automatizar tomadas de acao!
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rofiling

de dispositivos LAN/WLAN
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Alertas
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4I
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. g Re-autenticacao
DeCId_II’ Controle de Banda
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