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GT-CIRD

» Objetivo: criagio de assinaturas para
caracterizagdo e identificagdo de maquinas
remotas.

» Caracterizagdo: busca por caracteristicas que
possam ser utilizadas para representar de forma
eficaz algum componente de uma méaquina
remota.

> Identificacdo: utilizacdo de métricas e métodos de

comparag¢io de assinaturas com o objetivo de
classificar maquinas remotas.

(V) maquina vitima

(S) maquina suspeita (D) sistema de deteccao

base de dados
de evidéncias

caractes
durante a atividade criminosa

durante a investigagao

classificacéo
base de dados.
de referéncia

caracterizacio
Controlada

(1) sistema de identificacéo (A) maquina apreendida



Arquitetura do Protétipo

Componentes e tecnologias desenvolvidas

componentes personalizados

Infraestrutura (Rotas, RTT e Servicos)
Relégios (TCP e ICMP)
Sistema Operacional (TCP ISN e IP ID)

Camada de Aplicagdo
(HTTP, SSH, DNS e FTP)

Integracdo com IDS (Suricata)

rede

vvyyvyy

v

base de dados

componentes principais (fase 1)
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Resultados do Protétipo

Utilizagdo dos resultados (presenter)

Presenter

Fingerprints

Alerts

Q Search

PricklyAbundantJaguar

FairArrogantAnt

DizzyCreepyBlackback

OutrageousDrabBarracuda

sparkiingBadFoal

LongPlainAlligator

ShakySilentant

RepulsiveCloudyCaterpillar

ZealousEmbarrassedEchidna

NiceltchyGoshawk

13:21:0015/04/2018

17:47:1414/04/2018

13:18:4115/04/2018

17:51:4214/04/2018

13:20:2715/04/2018

13:23:3515/04/2018

13:23.0115/04/2018

13:22:3915/04/2018

14:32:2215/04/2018

13:24:3315/04/2018

192.168.0.190

8888

192.168.0.160

86.50.114.198

177.20146.211

177.20146.211

200.164.64.158

200.164.64.154

192.168.0.160

101398157

google-public-dns-a.google.com

distproftpd.org

labepi.ufm.br

Iabepiufm.br




Resultados do Protétipo

Utilizagdo dos resultados (infraestrutura)

Presenter

Fingerprints

Alerts

INFRASTRUCTURE

Traceroute

SURICATA CLOCK SKEW.

Host info

Label

Open ports:

Annotation

Traceroute details

v "Traceroute” : {
o




Resultados do Protétipo

Utilizagdo dos resultados (Relégio)

Presenter INFRASTRUCTURE LOCK SKEW

Fingerprints

Alerts

Status:
Value:
Qualy:
Frequency.
Endon

Created on

Status:
Value:
Qualty
Frequency.
Endon

Created on




Resultados do Protétipo

Utilizacdo dos resultados (HTTP

Presenter INFRASTRUCTURE

Fingerprints
HTTP info

Alerts ~ "Pages hash*

“http://86
“http://86
"http://86
“http://86
“http://86
/186
://86
://86
://86
://86
://86
://86
://86
://86
://86
://86
://86
://86
://86
://86
://86
/186
://86
://86
://86
://86
://86
://86

SURICATA

CLOCK SKEW.

59.
59.

50

59.
59.

50

59.
5.

59

59.
50.

59

59.
50.
59.
59.
50.
59.
59.

50

59.

50
50

59.
59.

50

59.
59.

114,
114,

114

114,
114,

114

114,
114,

114

114,
114,

114

114,
114,

114

114,
114,
114,
114,

114

114,
114,

114

114.
-198/docs/RELEASE_NOTES-1.3.5d

114
114

114,
114,

198" : "7f5f171b5837c95e4387a2a96a83261e"

198/docs/RELEASE_NOTES-1.3.5e"

3edoaf £7350722de814d7177698039b

198/docs/NEWS-1.3.5e" : "7d97eb604e3d7d9197b92alac75321d

198/docs/RELEASE_NOTES-1.3.6!

: "fafdb4aldedarf6573ba36383317ad1f"

198/docs/NEWS-1.3.6" : "e30f7a099e5438ae9bb217bleed fce50

198/pgp.html” : "elee3220cd71bce7:
198/nd5_pgp.htnl" : "2bl6adaf77s
198/git.html" : "858dc42659988329:
198/index. htnl" 5F171b5837c9
198/module_news. html
198/goals. html" : "6b451515132288
198/ features .htnl"

198/bugs .html" : "629adacdb7sf

198/sites.html" : "e89ca393267b7d

2fce06cagrab6ed?”
b37fas67c6d7ec50244d"
212557cceBe3a136:
5e4387a2a96a83261e"

3208857a12b015693716916bc fdbca2:

205997588b5b2a97eb

f4c07a40bcaf59d2968b077931866!

b1134ea96658eb
12cb71b45f coae1dod

198/docs” : "398c8c1439d24659418d56¢ fdSCAL

198/docs/rfc.html
198/docs/faq/Linked/faq.html

198/docs/howto/index. html" : "78
198/docs/modules/index. htm
198/docs/contrib/index. htm
198/docs/example-conf.html
198/lists.html" : "93268510945d52,
198/docs/RELEASE_NOTES-1.3.6rc4

5b2f458325e5C5cd13C78cchfd06083

6831c36783cca3e33437c73aeafobca
94d1328b9d80be304achdd3322d0a7"

373029b9a72a9fbd6234680eb7222a5
foeb71e354bf826fdfd63c03f 324223

*a233b9e9b11d6f2d33ch1d25b135ac35

4085242116483db89
" : "e33768faaleda607555da35de5ado7 4

198/docs/NEWS-1.3.6rca” : "e720a97eed1elbf9c0aBI073ccTCBaTO"

: "3d0fd5455390a4579a045b00d1634bd

198/docs/NEWS-1.3.5d" : "57413b20251417c6844ee115f044b6e0

198/docs/RELEASE_NOTES-1.3.6rc2
198/docs/NEWS-1.3.6rc2" : "boafo:

+ "23b31fdeal6129731b2c586126277867"
d6320b8560721a3b2238617 240




Resultados do Protétipo

Utilizag3o dos resultados (SSH)

Presenter INFRASTRUCTURE CLOCK SKEW.

Fingerprints

SSHinfo

Alerts v "SSH"
“info" : "b'SSH-2.0-0penSSH_6.7p1 Debian-S+deb8u3\r\n'"

36820656432353531390000002079c7edcbOe2ab7641 7eeB0f 1f5bc6b34750eafdsesa3db7d9a189cd3c796047




Resultados do Protétipo

Utilizagdo dos resultados (DNS)

Presenter RE  SURICATA CLOCK SKEW.

Fingerprints

DNS info
Alerts v UDNS" : {
~ “names” : [
6 : "google-public-dns-a.google. con
1: "google.con"
1
b “answers® : {...}

“«

“entries” : [

"216.58.202.14"
“admin.google. con"

"2800:3f0:4001:805: : 200"

“admin.google. con”

1
Voot
0 "216.58.202.206
1: "ads.google. con
1
Vit

"2800:3f0:4001:814: : 200e"

"ads.google. com

172.217.30.78

lerts.google. con”




Resultados do Protétipo

Utilizagdo dos resultados (FTP)

Presenter INFRASTRUCTURE SURICATA CLOCK SKEW.

Fingerprints |
FTPinfo
Alerts v UFTPt L
“"banner” : "b'220 Welcome to ftp.proftpd.org\r\n'"
"system" : "215 UNIX Type: L8
“conmands
"214-The following conmands are recognized (* =>'s unimplemented): 214-CHD XCWD COUP XCUP SHNT* QUIT PORT PASV 214-

EPRT EPSV ALLO* RNFR RNTO DELE MDTH RMD 214-XRMD MKD XMKD PWD XPWD SIZE SYST HELP 214-NOOP FEAT OPTS AUTH* CCC* CONF*

ENC* WIC* 214-PBSZ* PROT* TYPE STRU MODE RETR STOR STOU 214-APPE REST ABOR USER PASS ACCT* REIN* LIST 214-NLST STAT
SITE HLSD MLST 214 Direct comments to root@ 8"

6.50.114.19
“filesysten
»

-1.7x.1386. rpn”

: 120031101021547"
adfr
502005"

: "File”
"1DU12E00E7
: *1000"
: "0664"
“unix.ouner" : "1000

1.2.10rc1-1.fcl.1386. rpn”

<
"modify” :

"20040429223116
adfr
696730

10/12



Resultados do Protétipo

Utilizagdo dos resultados (Sistema Operacional)

(b) sliding window

] AT

(a) time series

standard

feature
extraction

(c) mining

(h) desired response

0 system a
0 system b

0 system ¢
0 system d
1 system e

conformance

(d) standardization

(e) bit usage

(OpenBSD)

X X
BRI
XXX X
neural
MR x X network
X XXX /

(f) portrait (g) shape (i) classifier

' e

(Linux)
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Proposta para Fase Piloto

Visao para proxima fase

componentes personalizados componentes principais (fase 1)

» Caracterizac3o passiva <—J
miner > extractor classifier
» Caracterizar infraestrutura
P Alertar atividade suspeita I T—L I I
» Confiabilidade da identificacdo
» Base de dados e transmissdo segura @ity > e q [PreSEEr
7y i
,—,.7-L-» cee modelo
” base de dados base de
ot = histéricos conhecimento

rede

extracdo de .
dados da rede ativa |2TMmazenamento dad transformacdo  modelo de apresentagéo
g . L ados da informagéo
L 2 J

1 3
apresentacdo

aquisicdo - «
processamento R z
informacéao e interacéo

passiva de dados
AI/ML

t requisicao
agendamento
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